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SUBMISSION FORM 
Ethics Committee Amsterdam Law School


General Information

Title research project: 	<insert title research project>

Principal investigators: 	<insert title(s) initials last name>

Co-applicant(s):		

Project duration: 	<insert proposed start date DD-MM-YYYY> until <insert proposed end date DD-MM-YYYY>

Funding organization:	(if applicable) <insert names> <grant identifier> 

Summary (max. 1000 words)
Give a summary of the proposed research project. Make sure you give sufficient information on the data collection procedures (manipulations, stimuli, questionnaires, certainly when they may be ethically sensitive). 

1.1 Background
	



1.2 Research question(s)
	





1.3 Study design and methodology
	





1.4 Procedure and materials
	 








Ethics

2. PARTICIPANTS

2.1 Please check the box that indicates the relevant study population:
☐ Students
☐ General population 
☐ Specific groups, i.e. <insert the specific groups>

2.2 Age category of the participants: 
☐ Younger than 12 years of age
☐ Older than 11 and younger than 16 years of age
☐ Older than 15 and younger than 18 years of age
☐ 18 years or older

2.3 Do the research subjects include mentally incompetent participants or otherwise vulnerable participants or groups? If so, describe their characteristics.

	





2.4 Method of recruitment or selection of participants (for example advertisement, conversation with psychologist, voluntary application):

	





2.5 Reward for participation (multiple answers are possible):
☐ None
☐ Reimbursement of (travel) expenses
☐ Course credit
☐ Financial reward, i.e. <insert amount> €/hours
☐ Other, namely <insert reward>

2.6 Describe in detail the expected burden and/or potential negative consequences for the participants with respect to time, mental, and physical burden.
	





2.7 Describe measures that have been taken to protect the participant (e.g. insurance, debriefing, etc.):
☐ Not applicable, because <insert reason>

	







2.8 Are participants subjected to procedures or experiment-related manipulations or tasks? Indicate which ones, and with what purpose. 
Examples: intervention, denials (subjects are asked not to smoke, drink alcohol or eat within a certain time frame preceding the study), dietary requests, invasive procedures (venipuncture to draw blood), medical (e.g. exercise test, fMRI or PET scans) or neuropsychological tests, admissions into hospital/institution, intelligence tests. 
	



3. ADDITIONAL INFORMATION
Please use this space to add information that is important to your project but was not asked about in the form.
	










GDPR / Data Processing Register

By filling out this part of the form you are complying with the GDPR which requires personal data be entered in the data processing register of University of Amsterdam. This includes a pre-DPIA (Data Protection Impact Assessment), which makes it visible whether there are certain risks and whether you are obliged to conduct a DPIA.

4.1 Which personal data are to be collected and processed? 
☐ No personal data will be processed. This is the end of the questionnaire, you can skip question 4.2 until 4.9. 
☐ Yes, namely (multiple answers possible):

General
☐ Contact data (for example: name, email address, phone) 
☐ Gender
☐ Age, birthdate
☐ Nationality, birth place, birth country
☐ Student number/employee number
☐ Experiences (work, education)
☐ Finances
☐ Visual materials (pictures, video)
☐ IP-address

Special data
☐ Racial or ethnic origin
☐ Religious or philosophical beliefs
☐ Political opinions
☐ Health data (e.g. stamina, eating habits, exercise regiment)
☐ Sex life or sexual orientation
☐ Trade union membership
☐ Genetic data
☐ Medical data (e.g. illness, blood values, mental disorder, side effects)
☐ Biometric data
☐ Criminal records

Sensitive data
☐ Copy identification card
☐ R&D meeting
☐ Study results
[bookmark: _GoBack]☐ Other, namely:
	









4.2 Will data be anonymized or pseudonymized after collection and if so, who will have access to the identifying file?
	



4.3 Are there any external parties (processors) involved in this study regarding data collection, data storage, archiving and/or other data-related activities? If so, please describe and name them here and state the website(s) of the processor(s) and / or external controller(s).

A processor is a person or organization to whom or which the responsible party has outsourced the processing of personal data, such as a cloud service. The external party should comply with the GDPR. Some services, such as Surfdrive, comply with these regulations. If an external party is not known to be GDPR compliant, the applicant should ensure that there is a contract to ensure appropriate processing by the external party. This party should take appropriate technical and organizational measures to protect personal data against loss or any form of unlawful processing (e.g. unnecessary collection of data or further processing). 

The model processor agreement and procedure is available via intranet.

Data collection
☐ Not applicable
☐ Yes:

	




Data storage
☐ Not applicable
☐ Yes:
 
	





Data archiving
☐ Not applicable
☐ Yes:

	









Other data-related activities (e.g. analyses) 
☐ Not applicable
☐ Yes:
	









Only applicable if there is an external party that requires a processor agreement

4.4 Have you agreed upon and centrally archived a processor agreement with the above mentioned processors? Please specify.
	



4.5 What is the legal base for which the processing activity takes place?
Personal data cannot be processed according to the GDPR unless there is a legal base for processing. This question refers to the legal basis for processing personal data. There are several possibilities, three of which are particularly relevant for research at the Amsterdam Law School:
☐ 1. Consent 
Participants sign a consent form to process their personal data.
☐ 2. Legitimate interest as scientific researcher (“gerechtvaardigd belang”) 
For example, this applies to the use of public data from social media where consent is not needed. 
☐ 3. Permission
When an external party provides the applicant with personal data and the external party has obtained consent to use these data.

4.6 Does the applicant receive personal data from or provide personal data to a third party and which of the organizations determines the purpose and means of the processing? 
This happens when an applicant receives data from an external party and the external party determines what will happen with the data (e.g., the applicant receives data on which specific analyses have to be conducted). Then it is mandatory to make specific agreements regarding the delineation of the processing. The model processor agreement and procedure is available via intranet. 
☐ No
☐ Yes, data will be sent to:
☐ The project group, including Click here to enter text.
	☐ Co-researcher from other universities of institutions. Please state their names, 
   contact details and countries: Click here to enter text.
☐ Other persons responsible for processing the data. Please state their names, 
   contact details and countries: Click here to enter text.
☐ Yes, data access will be provided to:
☐ The project group, including Click here to enter text.
	☐ Co-researcher from other universities of institutions. Please state their names, 
   contact details and countries: Click here to enter text.
☐ Other persons responsible for processing the data. Please state their names, 
   contact details and countries: Click here to enter text.

4.7 If applicable, to which third parties (controllers and processors) are the data provided by default? What is the purpose and the basis of this provision? 
Examples are tax authorities, pension funds, health insurers etc. Third parties with an independent processing responsibility are always external and determine their own purpose and resources for the processing. If the data is provided to another controller, then an agreement should be concluded about privacy and security guarantees. This can be done in the agreement that already exists with that other party or in a data exchange agreement for the study for which this clearance is asked.
	



4.8 Data Protection Impact Assessment (DPIA) needed? Tick all that apply. Please note that if two or more boxes are ticked a DPIA is required.
A DPIA is a systematic estimate of the impact of a certain system on the data protection of the persons concerned. Such an assessment is required if the applicant intends to collect a huge data set or an extremely sensitive data set, which warrant a separate analysis of the risks of the projects. Based on this estimate, recommendations can be made to minimize this impact as much as possible or even eliminate it completely.
☐ Evaluation or scoring, including profiling and predicting, especially from “aspects concerning the data subject's performance at work, economic situation, health, personal preferences or interests, reliability or behavior, location or movements”. An example: building behavioral or marketing profiles based on usage or navigation of websites.
☐ Automated-decision making with legal or similar significant effect: processing that aims at taking decisions on data subjects producing “legal effects concerning the natural person” or which “similarly significantly affects the natural person”. For example, the processing may lead to the exclusion or discrimination against individuals. Processing with little or no effect on individuals does not match this specific criterion
☐ Systematic monitoring: processing used to observe, monitor or control data subjects, including data collected through “a systematic monitoring of a publicly accessible area”. This type of monitoring is a criterion because the personal data may be collected in circumstances where data subjects may not be aware of who is collecting their data and how they will be used. Additionally, it may be impossible for individuals to avoid being subject to such processing in frequent public (or publicly accessible) space(s).
☐ Sensitive data: this includes special categories of data (for example information about individuals’ political opinions), as well as personal data relating to criminal convictions or offences. This criterion also includes data which may more generally be considered as increasing the possible risk to the rights and freedoms of individuals, such as electronic communication data, location data, financial data (that might be used for payment fraud).
☐ Data processed on a large scale: a. very large datasets concerning many thousands or millions of people; b. the volume of data and/or the range of different data items being processed; c. the duration, or permanence, of the data processing activity; d. the geographical extent of the processing activity. 
☐ Datasets that have been matched or combined, for example originating from two or more data processing operations performed for different purposes and/or by different data controllers in a way that would make it possible to deduce the personal identities of subjects. 
☐ Data concerning vulnerable data subjects, such as minors and patient groups.
☐ Innovative use or applying technological or organizational solutions, like combining use of finger print and face recognition for improved physical access control, etc. 
☐ Data transfer across borders outside the European Union, taking into consideration, the potential risks of data transfers to such countries.
☐ When the processing in itself “prevents data subjects from exercising a right or using a service or a contract”. This includes processings performed in a public area that people passing by cannot avoid.





4.9 Is a DPIA required for this study? Please note that if two or more boxes of the previous question were ticked, a DPIA is required.
☐ No
☐ Yes, but no DPIA has been conducted yet.
☐ Yes and has already been carried out. Please, specify the details:
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